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Recording without Consent Procedure

This Procedure documents the steps that should be taken in situations where
residents, their guests or other third parties / visitors to PRHA premises are
attempting to undertake video or audio recording of staff. In the context of
this Procedure, “staff” extends to third party contractors or operatives working
within PRHA premises on PRHA's behalf.

It should be read in conjunction with PRHA's Recording without Consent Policy
(GDPR13).

Background

Staff have the right to go about their work duties in a safe and supportive
environment.

PRHA does not permit video recording of staff at any time, or audio recording
of staff or residents without their consent in offices or other communal areas
within PRHA premises.

Staff have the right to refuse consent to being recorded in PRHA premises and
this will be supported by the organisation.

Please note that this procedure primarily relates to residents (tenants,
supported residents and users of PRHA services) with whom PRHA has a direct
relationship, and to their guests (friends and family members etc.) who may be
present on PRHA premises due to their relationship with the resident.

While it is unlikely that other third parties who are present within PRHA premises
to provide a service or professional support for a PRHA resident (for instance a
carer or support agency worker etc.) would attempt to record staff, the same
principles will apply in this situation.

If any third party states that they are requesting permission to record a meeting
or interaction in an official capacity, please escalate this immediately to your
line management.

What to do if a resident, their guest, or another third party asks for permission
to record a meeting or other interaction within PRHA premises?

In the first instance staff have a right to refuse consent to being recorded.
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Depending on the relationship with the resident, guest or third party this may
be as simple as lefting them know that you do not give your permission to be
recorded as per PRHA's Recording without Consent Statement.

Make a written record that the resident, their guest, or another third party
requested to record the meeting or interaction and you declined.

Giving permission for audio recording

Only give permission if you feel comfortable, not because you feel you are
obligated.

e Firstly, explain to the resident, guest or third party that the recording can
only be audio and that video recording is not permitted.

e Clearly state to the resident, guest or third party that consent to record
is being given for personal use only and the recording must not be
shared with anyone under any circumstances.

e “Sharing” includes playing the recording to anyone other than the staff
member and the resident who made the recording, as well as making
copies available to third parties or publishing or otherwise making
available in any manner and via any source including uploading to
social media sites or sending to messaging groups or individual
recipients.

e The recording must not be downloaded or transferred to any other
devices; PC, USB sticks, etc.

e Theresident, guest or third party should be informed of their responsibility
for deleting the recording once they no longer have a purpose for it to
reduce the risk of accidental sharing or uploading.

e The resident, guest or third party is fully responsible if the phone is lent
out, lost or stolen and the recording is then shared or uploaded to social
media by another individual. They are advised to delete the recording
once they no longer have a reason to retain it.

e Record this on Salesforce or in the audio recording itself.

e Permission is limited to one specific time and to one occasion only.
Permission to record must be requested and given every single time,
even with the same member of staff.

What to do if a resident, guest or other third party starts recording without
permission or where consent has been refused

In a quiet keywork office, reception area or communal area; the member of
staff should politely but assertively tell the resident, guest or other third party
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recording that *I do not/did not give my consent to you recording and | would
like you to stop please™.

No more needs to be said in order to have communicated that you do not
consent, and it is ok to be silent if they ask further questions.

If they do not stop recording immediately, leave the area. If this is a keywork
room, interview room or meeting room, leave the room until they come out; if
reception, move to the back office or other area out of view; and if in a
communal area move to a staff office or other suitable non-communal
location.

If you are in the resident’s room or flat; regardless of whether this is within PRHA
premises or you are visiting within the community follow the same guidelines as
above and remove yourself calmly from the property.

Do not engage with them as they may still be recording.

e Follow communication sharing protocols with the team (handover, daily
logs, Salesforce)

e Record “recording without consent breach™ on an incident report.

e Proceed with the PRHA warning system (1 verbal, 3 written).

It is important to discuss this with the resident when you see them next so they
are aware of the implications arising when they or their guest attempt to video
record staff, or to audio record staff without their consent.

Asking a resident, guest or third party to stop recording halfway

There may be scenarios whereby you have given consent, but you then need
to ask the resident, guest or third party to stop recording. This could forinstance
be due to how the conversation has progressed, or because other noises or
voices from a different area can be clearly heard and which may be picked
up on audio recording. An example would be an incident whereby
inflammatory statements were being shouted loudly. It is reasonable and
appropriate for the member of staff to ask the resident, guest or third party to
stop recording in these situations.

Related Policies

e Recording without Consent Statement GDPR13

e Recording without Consent Policy GDPR13

e PRHA's Staff Handbook (including but not limited to the sections on
Code of Conduct, Confidentiality, and Data Protection)
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e Use of PRHA's ICT Systems ICTO1
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