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Background

Both data protection law and human rights law protect individuals' right to
privacy.

The UK’s data protection laws (including the Data Protection Act 2018 and the
UK General Data Protection Regulation (GDPR)) govern the protection of the
personal data of individuals that is held by organisations.

The Human Rights Act 1998 requires that everybody in the UK has equal rights
and freedoms, and contfains a general right to privacy which protects
individuals against unnecessary intrusion into their lives by other people.
Individuals have the right to respect for their private lives under Article 8 of
the European Convention on Human Rights (ECHR), which is integrated into UK
legislation through the Human Rights Act 1998.

The video or audio recording of individuals, and in particular the sharing of
video or audio recordings without consent, may have legal implications under
UK legislation depending on the circumstances of the recording.

Beyond the legal implications it is essential to be respectful of other’s privacy
and to consider the potential impact of making and sharing recordings on their
well-being.
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Definitions used in this Policy

Residents All residents of PRHA's supported accommodation; all tenants
of PRHA owned or managed properties; all customers of
PRHA's support services (whether accommodation based,
floating support or advice services); all customers of PRHA's
Enhanced Housing Management service; any other individual
with whom PRHA has a contractual relationship as a landlord
or as a provider of support.

Guests Private guests of any PRHA resident (as defined above) who
are visiting PRHA premises

Staff In the context of this Policy, Staff refers to all directly employed
PRHA staff and all third party contractors who are employed by
PRHA to provide services and undertake work on our behalf

Other third All other third parties who may be present in PRHA premises,

parties including but not limited to representatives of third party
support agencies providing support or advocacy to residents,
and members of the emergency services attending PRHA
premises.

PRHA All PRHA properties including supported accommodation sites,

premises general needs properties and PRHA offices.

Video All recording involving the capture and storage of moving

recording  images regardless of the device used to record those images
(including but not limited to mobile phones, video cameras,
cameras with video recording capabilities, covert personal
recording equipment)

Audio All recoding involving the capture and storage of sound

recording  regardless of the device used to record the audio (including
but not limited to mobile phones, Dictaphones or other voice
recorders, covert personal audio recording equipment)

Covert Any video or audio recording undertaken by an individual

recording  without nofification to those individuals who are being
recorded, which are therefore recorded without the consent
of those individuals.
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Recording of Staff without consent by Residents, Guests and Other third parties

This section relates specifically to Residents, Guests, and Other third parties
making audio or video recordings of staff within PRHA premises or on public
land. This section does not cover staff members making recordings of
Residents, Guests and Other third parties (see the following section).

According to the Regulation of Investigatory Powers Act 2000 (RIPA), recording
conversations without consent or in secret in the UK is legal provided the
recording are for personal use only; this includes recorded telephone
conversations.

Challenges arise when these “recordings” are shared with third parties without
the consent of the participants of the conversation. It is an offence to make
these recording public (e.g. uploading to social media sites) without the
participant’s consent.

“Sharing with a third party” can be as simple as playing a video or audio
recording taken on a mobile phone to another service user.

PRHA'’s statement on recording allows for meetings within PRHA premises (or
involving PRHA Staff but held outside of PRHA premises) to be audio recorded
by Residents or Other Third parties with the express permission of all PRHA Staff
and of all Other third parties present, and where this is for personal use only.

The same restrictions that are in place for formal meetings as above apply to
the recording of Staff within any part of PRHA Premises as they pursue their work
and interact with Residents and Other third parties. All audio recording of staff,
no matter the circumstances, must be with the consent of all individuals
present (whether Staff, Residents or Other third parties) and the refusal of
consent by any one individual present will mean that consent is not provided
and the recording may not occur.

Consent to be audio recorded does not extend to consent for the recording to
be shared with any third party, and this should be made clear to the service
user or other third party at the point consent (for personal use) is given.

PRHA does not allow video recording of Staff by Residents, Guests
or Other third parties at any time, with or without consent.

Staff have aright to say no to being recorded. Staff may ask a Resident, Guest
or Other third party to leave the office, meeting room, or other communal
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areq; or otherwise to remove themselves if recording starts without consent
(see Recording without Consent Procedure GDPR13). If the situation is within a
communal area of a service or property, the staff member move to a staff
office or area which the Resident, Guest or Other third party is unable to enter.

If consent for audio recording is given by the staff member, these recordings
MUST NOT be shared with anybody or uploaded to any social media under any
circumstances. They must not be otherwise published or made available to
others. This should be made clear to the service user at the point consent is
given.

Recordings MUST NOT be downloaded to secondary devices, saved to USB
drives or discs or otherwise duplicated in any manner and MUST be deleted
once their purpose has expired. Service users should be made aware of this
and also that they take full responsibility for any accidental sharing or
uploading to social media if recording devices are lost, borrowed or stolen.

There are no exceptional circumstances allowing the onward sharing or
duplication of audio recordings of Staff which have been made on the basis
of consent being given Staff members for the personal use of Residents, Guests
or Other third parties.

There are no circumstances under which video recordings which have been
recorded without consent and in contravention of PRHA's prohibition of the
video recording of Staff on PRHA premises may be shared. PRHA may seek to
undertake legal action where it becomes aware of the sharing of such
material.

Where a Resident, Guest or Other third party is attempting to record staff on
public land, outside of the work environment (e.g. on lunch break or walking
home), this is considered harassment and staff have the right to report this to
the police.

Residents who record Staff, or allow their Guests to record Staff, without
consent within PRHA services should be given warnings; verbal warning
followed by the 3 written warnings.

The more serious “sharing or uploading recordings without consent” is illegal
and PRHA's management may consider legal action.
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Recording of Staff, Residents, Guests and Other third parties by Staff

As an organisation which processes personal data, PRHA has additional
responsibilities fo ensure that Staff are operating in compliance with the
framework of the UK's Data Protection and Human Rights legislation. This
involves specific responsibilities around protecting the rights and freedoms of
PRHA Residents.

PRHA does not permit Staff to undertake video or audio recordings of other
Staff, Residents, Guests or Other third parties without prior formal authorisation
having been provided at the SLT level and this will only be given where the
recording is for a valid and appropriate business reason.

There are limited circumstances where approval would be given, and these
may include:

e Video recording of Staff, Residents and Guests, with full consent from all
individuals present, for a service event such as a barbeque or for the
celebration of areligious or cultural event and where the footage or stills
from the footage may then be shown on the service's own information
screens or otherwise shown to other Residents and Staff of the service as
part of providing a “home environment” for Residents.

It is not expected that individuals from Other third parties would be
present at these events, but if they are then their consent to be filmed
must also be obtained. At no point should Staff, Residents, Guests, or
Other third parties who have not consented to be filmed be captured in
the footage.

e Audio recording by Staff, where formally agreed for an individual staff
member under PRHA's Reasonable Adjustments Policy, and where the
recording is used solely by that staff member to assist them with
documenting the work they are undertaking for PRHA (for instance in
then transcribing the audio recording as casework or other support
related records on PRHA's information systems).

All such recordings must be permanently deleted by the authorised staff
member after tfranscription or as soon as they are determined to be no
longer necessary regardless of transcription.

All such audio recordings may only be made in situations where all
parties involved are aware that the recording is taking place and they
have consented to this.
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PRHA Staff must never:

Video or audio record other Staff, Residents, Guests or Other third
parties without having prior formal authorisation to do so, and without
their consent.

Video or audio record other Staff, Residents, Guests or Other third
parties who have not given consent, or are incapable of giving consent,
even if the business purpose for which the recording is to be undertaken
has been approved.

Video or audio record Residents, Guests or Other third parties within a
Resident’s flat or room, where they are entitled to full privacy.
Recording may only take place (with consent and with a valid &
approved business reason) in communal areas within PRHA premises.

Video or audio record Residents, Guests or Other third parties on a
personal or non-work issued mobile phone or device. This includes the
use of personal Dictaphones or other voice recording equipment that
has not been issued to the Staff member by PRHA.

Please also refer to page 136 of PRHA's Staff Handbook which states:

Use of Personal Audio and Video Equipment
The use of personal audio or video recording devices on any PRHA or
dedicated offsite premises is strictly prohibited.

Unauthorised use of any recording equipment will be considered gross
misconduct under the PRHA Disciplinary Policy & Procedure. Any staff
member using audio or video equipment to record employees, workers or
contfractors engaged by PRHA will be subject to disciplinary action, up to
and including dismissal.

If the use of audio equipment is required as a reasonable adjustment, prior
notice must be given and permission must be granted by the Senior
Leadership Team in advance. PRHA will only permit the use of audio
equipment that is provided by the organisation and is not owned by the
employee or worker. PRHA reserves the right to seek advice from an
Occupational Health or medical advisor on the need for audio equipment.
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Related Policies

e Recording without Consent Statement GDPR13
e Recording without Consent Procedure GDPR13

e PRHA's Staff Handbook (including but not limited to the sections on
Code of Conduct, Confidentiality, and Data Protection)

e Use of PRHA's ICT Systems ICTO1
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