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PROVIDENCE ROW HOUSING ASSOCIATION

CCI1V policy
1.0 INTRODUCTION

This document sets out the appropriate actions and procedures, which must
be followed to comply with all relevant UK Data Protection Legislation in
respect of the use of CCTV (closed circuit television) surveillance systems
managed by the Association.

1.1 In drawing up this policy, due account has been taken of the following: -

e The Data Protection Act 2018; (DPA 2018)

e The General Data Protection Regulation (GDPR) and its post-Brexit
implementation as the UK GDPR.

The Data use and Access Act (DUAA) 2025.

Freedom of Information Act 2000 (FOIA)

Surveillance Camera Code of Practice 2021

The Human Rights Act 1998 (HRA)

The Regulation of Investigatory Powers Act 2000

Caldicott Report 1997.

1.2 The General Data Protection Regulation (GDPR) is a European Union
regulation which came into force on the 25" May 2018 and was enacted
in UK Law by the Data Protection Act 2018. The Data Protection Act 2018
has subsequently been amended to incorporate the GDPR into UK law
from January 2021 as the UK GDPR. Under the UK GDPR images from
CCTV cameras are considered to be personal data, and all processing of
CCTV images must therefore be in compliance with the UK GDPR and the
DPA 2018 as amended by the Data Use and Access Act 2025.

1.3 The original Surveillance Camera Code of Practice 2013 set out the
measures which were required to be adopted to comply with the
previous Data Protection Act 1998. An updated version was published in
November 2021 to ensure compliance with the Data Protection Act 2018
and with UK GDPR. The Code of Practice has the dual purpose of assisting
operators of CCTV systems to understand their legal obligations while also
reassuring the public about the safeguards that should be in place.
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2.0 SCOPE

This policy will cover all employees of the Association, persons providing
a service (voluntary or paid) to the Association, residents, visitors and all
other persons whose CCTV image(s) may be captured by the system.

3.0 DEFINITIONS

3.1 Prior to considering compliance with the principles of the DPA 2018, a user
of CCTV or similar surveillance equipment, will need to determine two issues:

3.1.1 The type of personal data being processed, i.e. is there any personal
data which falls within the definition of special category (sensitive)personal
data as defined by Article 9 of the UK General Data Protection Regulation
(UK GDPR) and Part 2 of the DPA 2018;

‘Special category (sensitive) personal data’ includes:
e racial and ethnic origin;
political opinions;
religious or philosophical beliefs;
offences and alleged offences;
criminal proceedings, outcomes and sentences;
trade union membership;
genetic or biometric data for the purpose of uniquely identifying a
natural person;
e data concerning physical or mental health;
e data concerning a natural person'’s sex life or sexual orientation

3.1.2 The purpose(s) for which both personal and sensitive personal data is
being processed. The data must be:

e fairly and lawfully processed;

e processed for limited purposes and not in any manner incompatible
with those purposes;

adequate, relevant and not excessive;

accurate;

not kept for longer than is necessary

processed in accordance with individual’s rights;

secure;

not tfransferred to countries without adequate protection;

3.2 The Information Commissioner will take into account the extent to which
users of CCTV and similar surveillance equipment have complied with this
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Code of Practice when determining whether they have met their legal
obligations when exercising their powers of enforcement.

4.0 POLICY APPLICATION
4.1 Initial Assessment Procedures

4.1.1 The Chief Executive has the legal responsibility for the Association’s
CCTV systems. However, all members of the Senior Leadership Team &
service/departmental managers have responsibility for the day-to-day
compliance with the requirements of the Surveillonce Camera Code of
Practice.

4.1.2 The purpose of the Association's CCTV scheme is for Detection and
Prevention of Crime

4.1.3 Prior to any camera installation the IT manager and AD Property
Services will ensure that the installation complies with the Data
Protection Act 2018 and Surveillance Camera Code of Practice.

4.1.4 Privacy impact assessment:

A privacy impact assessment looks at privacy in a wider context than just the
DPA 2018, it also takes into consideration the HRA (where the data controller
is also a public authority) and the impact on privacy rights. It should look at
the pressing need the surveillance system is supposed to address, and show
whether or not the system will meet this need. It should be based on reliable
evidence and show whether the surveillance system proposed can be
justified as proportionate to the needs identified.

4.2 Siting the Cameras

4.2.1 It is essential that the location of the equipment be carefully considered,
because the way in which images are captured will need to comply
with the DPA 2018.

4.2.2 All cameras are located in prominent positions in public areas within the
clear view of tenants, residents, members of the public and staff and do
not infringe on sensitive areas such as individuals’ private rooms/flats,
shared bathrooms/WCs. All CCTV surveillance is automatically recorded
and any breach of these Codes of Practice will be detected via
confrolled access to the system and auditing of the system.
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4.2.3 Signs are present all entrance points to Association premises and
throughout the site to ensure tenants, staff, service users and visitors are
aware they are entering an area that is covered by CCTV surveillance
equipment. The signs must include details on the purpose, organisation
and contact details for information and complaints.

4.2.4 All CCTV cameras will be installed within the guidelines for Overt
Surveillance provided by the Surveillance Camera Code of Practice.
Use of Covert CCTV (Directed) surveillance if required should be
requested through the Police. The Chief Executive will seek legal advice
on the Associations responsibilities including those under the Regulation
of Investigatory Powers Act 2000 (RIPA) and act accordingly.
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4.3 Quality of the Images

4.3.1 It is important that the images produced by the equipment are as clear
as possible in order that they are effective for the purpose(s) for which
they are intended. This is why it is essential that the purpose of the
scheme be clearly identified. For example if a system has been installed
to prevent and detect crime, then it is essential that the images are
adequate for that purpose.

4.3.2 All camera installations and service contracts should be undertaken by
NACOSS approved security companies. Upon installation all equipment
is fested to ensure that only the designated areas are monitored and
high quality pictures are available in live and play back mode. All CCTV
equipment should be serviced and maintained on an annual basis.

4.3.3 The system consists of cameras recording to digital recorders.
Standalone digital recorders will be secured by encryption and access
controls. Where digital recorders are linked by a network across
Association sites the network links will also be secured by encryption.

4.3.4 Viewing of live images on monitors is restricted to the relevant manager
and any other authorised person where it is necessary for them to see it,
for example to monitor intruders or incidents and for health and safety
purposes, unless the monitor displays a scene which is also in plain sight
from the monitor location.

4.3.5 Where there is access to CCTV footage via the secure network, controls
should be put into place so only authorised users are able to use it.

4.4 Processing the images

4.4.1 Images which are not required for the purpose(s) for which the
equipment is being used should not be retained for longer than is
necessary and will be disposed of in a secure manner when they are no
longer needed. While images are retained, it is essential that their
integrity be maintained, whether it is to ensure their evidential value or to
protect the rights of people whose images may have been recorded. It
is therefore important that access to and security of the images is
controlled in accordance with the requirements of the DPA 2018.

4.4.2 Allimages are digitally recorded and stored securely within the systems
hard drives for up to 30 days.
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4.4.3 Where the images are required for evidential purposes in legal or
Association disciplinary proceedings, an encrypted USB drive recording
is made and placed in a sealed envelope signed and dated by the IT
manager and held by the relevant member of the Senior Leadership
Team/ HR manager in a locked drawer/cabinet until completion of the
investigation. Viewing of images within the Head Office is controlled by
the relevant member of the Senior Leadership Team/ HR manager or a
person nominated to act on his/her behalf with technical support where
necessary from the IT manager. Only persons trained in the use of the
equipment and authorised by the relevant member of the Senior
Leadership Team/ HR manager can access data.

4.4.4 Criteria for the viewing of images by people other than members of the
Senior LeadershipTeam and HR manager:

At the discretion of the responsible officer, authorised PRHA staff may be
allowed to view images:

e |If they are investigating an untoward incident

e Inthe case of a missing service user

e To identify persons relating to an incident

Areas which would normally result in permission being refused include:
e Where the person wishing to view has no connection with the incident
or has no management role relating to an incident
e Where viewing is purely salacious
e Where the performance of a member of staff not relating to crime,
fraud or the investigation of untoward incidents is involved.

Access to the recorded images must be restricted to a manager or
designated member of staff. All accessing or viewing of recorded images
must only occur within a restricted area and other employees should not be
allowed to have access to that area or the images when a viewing is taking
place.

If images are to be specifically retained for evidential purposes i.e. following
an incident, break-in etc.; then these will be retained in a locked
drawer/cabinet to which access is controlled.

Requests may be granted by the Chief executive or delegated member of
the Senior Leadership Team and will arise in a number of ways, including:

e Requests for a review of images in order to trace incidents that have
been reported to the Police
e Immediate action relating to live incidents e.g. immediate pursuit
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4.5 Access to and disclosure of images to third parties

4.5.1 It is important that access to, and disclosure of, the images recorded by
CCTV and similar surveillaonce equipment is restricted and carefully
conftrolled. This will not only ensure that the rights of individuals are
preserved, but also that the continuity of evidence remains intact should
the images be required for evidential purposes e.g. a Police enquiry or
an investigation being under taken as part of the Associations’

disciplinary procedure.

4.5.2 Access to the medium on which the images are displayed and
recorded is restricted to Association staff and third parties as detailed in

the purpose of the scheme.

4.5.3 Access and disclosure to images is permitted only if it supports the
purpose of the scheme. Under these conditions the CCTV images record
book and the appropriate view / release form (Appendix 1) must be

completed.

4.5.4 Access by the police: any request for recordings from the Police, in the
process of their enquiries must be accompanied by a valid police
disclosure form citing the purpose of the request and specifying the
relevant exemptions under the DPA 2018 that would allow them to
access the footage. All disclosure request forms must be passed to the
Chief Executive or delegated member of the Senior Leadership Team
before the Chief executive or delegated member of the Senior
Leadership Team approves the release of the CCTV footage.

4.6 Access to images by individuals / data subjects

4.6.1 The UK GDPR and The Data Protection Act 2018 gives any individual the
right to request access to their personal data, including access to CCTV
footage which counts as Personal Data under the Act. Individuals must
make their request to access to the Associations’ Data Protection Lead
who will determine whether disclosure is appropriate and whether there
is a duty of care to protect the images of any third parties. If the duty of

care cannot be discharged then the request can be refused.

4.6.2 A written response will be made to the individual, giving the decision
(and if the request has been refused, stating the reasons) within one
calendar month of receipt of the enquiry. In line with the UK GDPR a fee
will not usually be charged for the access request, but in exceptional
circumstances and where justifiable a fee may be charged.
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5.0 INTERACTION WITH OTHER ASSOCIATION POLICIES AND PROCEDURES
e Data Protection Policy (GDPRO1)
e Confidentiality Policy
e Data Subject Rights & Requests Policy and Procedure (GDPRO7)
e Secure Data Transmission Policy (GDPRO6)

6.0 RESPONSIBILITIES

6.1 The Association’s Board has corporate responsibility for the
implementation of this policy, monitoring its effectiveness and ensuring
compliance with Surveillance Camera Code of Practice 2021 which is
available from the Gov.UK website at:
https://assets.publishing.service.gov.uk/media/é619b7b50e90e07044a559
c9b/Surveillance_Camera_CoP_Accessible_PDF.pdf

6.2 The Associations Board discharges this responsibility through the Chief
Executive.

7.0 ENFORCEMENT

The Information Commissioner has the power to issue Enforcement Notices
where it considers there has been a breach of one or more of the Data
Protection Principles. An Enforcement Notice would set out the remedial
action that the Commissioner requires of the Association to ensure future
compliance with the requirements of the Act.

8.0 DOCUMENTATION

Copies of all documentation and records relating to the CCTV system will be
held securely within the Chief Executive's office and will be kept under
restricted confidentiality, for a period of é years.

9.0 REVIEW
This policy will be reviewed every three years, or earlier in the light of
changing circumstance/legislation.
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